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Ohio University Profile

ÖEstablished in 1804

ÖOldest University in Ohio, 

first in the Northwest 

Territory 

Ö28,908 students on all 

six campuses 

Ö 869 full -time faculty 

(Athens campus) 

Ö1,050 students from 

other countries 

Ö 16 NCAA Division I teams in the Mid-

American Conference 

Ö 80% freshman to sophomore year 

retention rate



Ohio University

Points of Pride

Ö Cited for academic quality 

and value by U.S. News and 

8NQKC 3DONQSu "LDQHB@½R bkk 

Best College Buys, Princeton 

3DUHDV½R #DRS $NKKDFDRu @MC 

1DSDQRNM½R (THCD SN 

Competitive Colleges

Ö Recognized by the John Templeton Foundation 

as one of the top character -building institutions 

in the country

Ö Ranks first in Ohio for nationally competitive 

awards won by its students



THE NATIONAL 

PICTURE
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National IT Compromises -

Incidents
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National IT Compromises -

Records



National Overview -

The Hacker Era

ÖHackers account 

for half of all 

exposures

ÖPhysical loss, 

theft and fraud 

represent second 

biggest risk

Records Exposed by Attack Type

2000-2008

Fraud*

17%

Lost*

13%

Snail*

1%

Stolen*

15%

Hack*

52%

Disposal*

1%Web*

1%

Source: http://attrition.org/dataloss/dldos.html



Ohio University ¦

In Context

2006
13%

2004
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2005
5%

Ohio University
4%

2006
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2007
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3%2004
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Ohio University ¦

In Context

Ohio University
1%

Other Higher Ed 
Institutions

99%

Incidents by Higher Ed. Institution 2000-
2008



Ohio University ¦

In Context
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PRE-EXISTING 

CONDITIONS



When did your institution 

establish a University-wide IT 

security authority?

13%

25%

21%

42% 1. Before a breach

2. After a breach

3. Donôt have one

4. Do have one, but never had a breach



Technology

Ö Technology was distributed ¦four departments 

plus college-level IT

Ö For every problem, we have many solutions

Ö Technology is a religion

Ö 100+ Operating systems

Ö Install, no maintenance required

Ö Not consistent updates, firewalling, AV, etc

Ö Manual network traffic anomaly detection

Ö y0UDQ SGD V@KKx HMBHCDMS QDRONMRD

Ö -@QFDKX y%@QJx /DSVNQJ

¦ No Monitoring of Logs/System Integrity

¦ No responsibility of system security given

¦ No transparency ¦All of the breaches 

happened long before 4/2006

¦ We had a breach ¦plus occupation

Pre-Existing Conditions



Thoughts of Security

ÖSecurity through obscurity

ÖSecurity was an 

afterthought, if at all

ÖNot part of Total Cost of 

Ownership

ÖEvolution of Security View

¦What is Security? ¦not a 

problem

Pre-Existing Conditions



Business Processes

ÅVaried by unit, if at all

ÅNot consistent or transparent to other units

Project 
Management

ÅVaried by unit, if at all

ÅNot consistent or transparent to other units

Change 
Management

ÅVaried by unit, if at all

ÅNot consistent or transparent to other units

Communications 
(intra and inter)

ÅVaried by unit, if at all

ÅNot consistent or transparent to other units
Incident Response

Pre-Existing Conditions



Culture

Technology Orgs

ÅFragmented worlds ïperformance vs. privacy

ÅInformation is ñneed to knowò

ÅDefault Deny ïincluding business needs

ÅñWe donôt have the _____ to do that.ò

ÅNo policy set or direction

ÅñEverybody is an Island/Siloò

ÅñWhatever it takes, who ever can do itò

ÅDuplication of Services

ÅKey Resource Dependency
Administration

University

Students

Athens Community

News Agencies

ñIssuesò

Pre-Existing Conditions



Culture

Technology Orgs

Administration

ÅTechnology is best when you donôt notice it.

ÅIf it ainôtbroke ïdonôt fix it.

ÅCan we get someone else to do this? Not at this price!  Itôs 
a bargain.

University

Students

Athens Community

News Agencies

ñIssuesò

Pre-Existing Conditions



Culture

Technology Orgs

Administration

University

ÅCloak and Dagger ïshrouded in mystery

ÅJust let me do my job

ÅIôm not a technologist

ÅAcademic Freedom means leave me alone

Students

Athens Community

News Agencies

ñIssuesò

Pre-Existing Conditions



Culture

Technology Orgs

Administration

University

Students

ÅItôs our right

ÅWeôre paying your salary

Athens Community

News Agencies

ñIssuesò

Pre-Existing Conditions



Culture

Technology Orgs

Administration

University

Students

Athens Community

ÅWe trust you to take care of us

ÅDonôt bother us with the details, we donôt need to know/do 
anything about it

News Agencies

ñIssuesò

Pre-Existing Conditions



Culture

Technology Orgs

Administration

University

Students

Athens Community

News Agencies

ÅNothing much to report on

ñIssuesò

Pre-Existing Conditions



Culture

Technology Orgs

Administration

University

Students

Athens Community

News Agencies

ñIssuesò

ÅDisempowerment

ÅñTrying to Helpò

ÅTrust

Pre-Existing Conditions



Vendors/Consultants

ÖPretty much interested in the 

sale

ÖJust another University

ÖNo money for Security

Pre-Existing Conditions



Lessons Learned

ÖIgnorance is Not Bliss ¦The 

University thought that IT was in 

good shape

ÖWhether we wanted to admit it or 

not, we were all in this together

ÖInformation Security ¦not just 

Network Security

Pre-Existing Conditions



BREACH



Were you aware of the 

security breach at Ohio 

University in April 2006?

 Y
es

 N
o

36%

64%

1. Yes

2. No



Has your IT Department 

used the Ohio breach as a 

case for additional funding?

 Y
es

 N
o

65%

35%

1. Yes

2. No



Data Theft Incidents

ÖApril 21, 2006 

¦Technology Transfer Data Theft

ÖMay 1, 2006: 

¦Alumni Records Exposed

ÖMay 11, 2006: 

¦Student Health Center 

Records Incident

Breach



Technology Transfer Incident 

Situation

Ö FBI advised the Technology Transfer Department 

that the server containing its office files was 

compromised 

Exposed Records

Ö A limited number of Social Security numbers 

were in a file on this server associated with 

parking permits 

Breach



Alumni Records Incident

Situation

Ö OU discovered an incident on a server that 

supports alumni relations 

Ö Hacker Obtained Unauthorized Access to a 

Large Number of its Electronic Records

Exposed Records 

Ö Personal information of more than 

300,000 alumni and friends of Ohio 

University, including 137,000 Social 

Security numbers

Breach



Student Health Center 

Records Incident

Situation

Ö OU discovered an incident on a server 

affiliated with Hudson Health Center 

Exposed Records 

Ö Personal information of about 60,000 

current and former students and 

University faculty and staff

Breach



Breach

Ö Breach, but release of information 

was never able to be determined

Ö Use of machine by hackers appeared 

to be Pubstro, but additional accesses 

were unclear

Ö Remained undetected for so long, that 

information was stale, or non -existent

Ö Person trained in Incident Response 

not put in charge of response

Ö Nothing shows that Ohio University 

was specifically a target

Breach



Technology

Ö Administration of technology was 

collapsed ¦controlled chaos at the 

start

Ö For every problem, we have many 

solutions

Ö Technology is a religion

Ö 100+ Operating system variants

Ö Install, no maintenance required

Ö Not consistent updates, firewalling, 

AV, etc

Ö No log review, only manual network 

traffic anomaly detection

Ö Forced collaborative incident 

response

Breach



Thoughts of Security

ÖSecurity through reaction

ÖSecurity was the only motivation

Öy/NV RDBTQHSX HR @ RHCD RSDO ¦still 

MN NVMDQRGHOx

ÖEvolution of Security View

¦Who is Security ¦not my 

problem

Ö-DS½R ENBTR NM LNUHMF ENQV@QC

Breach



Business Processes

ÅHalted
Project 

Management

ÅHalted
Change 

Management 

Åbetter, but not great
Communications 
(intra and inter) 

Åcoordinated, but still 
chaotic

Incident Response 

Breach



Culture

Technology Orgs

ÅTwo worlds ïperformance vs. privacy

ÅInformation is ñneed to knowò

ÅDefault Deny ïincluding business needs

ÅñWe donôt have the _____ to do that.ò

ÅNo policy set or direction

Administration

University

Students

Athens Community

News Agencies

ñIssuesò

Breach



Culture

Technology Orgs

Administration

ÅWeôve ignored this too long

ÅItôs broke

ÅSuspecting everyone and everything

ÅWhose fault is this?

University

Students

Athens Community

News Agencies

ñIssuesò

Breach



Culture

Technology Orgs

Administration

University

ÅCloak and Dagger ïshrouded in mystery

ÅJust let me do my job

ÅIôm not a technologist

ÅAcademic Freedom means leave me alone

ÅWho let this happen?

Students

Athens Community

News Agencies

ñIssuesò

Breach



Culture

Technology Orgs

Administration

University

Students

ÅWho let this happen?

ÅHow does this affect me?

Athens Community

News Agencies

ñIssuesò

Breach



Culture

Technology Orgs

Administration

University

Students

Athens Community

ÅWe trusted you ïhow could you let this happen?

ÅWhat else arenôt you telling us?

News Agencies

ñIssuesò

Breach



Culture

Technology Orgs

Administration

University

Students

Athens Community

News Agencies

ÅThis will make my career

ñIssuesò

Breach



Culture

Technology Orgs

Administration

University

Students

Athens Community

News Agencies

ñIssuesò

ÅDisempowerment

ÅñTrying to Helpò

ÅWhatôs going on?

ÅMixed messages ñWe have it under controlò

Breach



Vendors/Consultants

ÖEasy money

ÖSilver bullets do exist (Have I got 

a solution for you!)

ÖSavior for Ohio U

Ö20+ calls per day from 

vendors/consultants

Breach



Lessons Learned

ÖHave a plan

Ö%NM½S O@MHB

ÖChicken Little is not a role 

model

ÖKeep the lights on

Breach



IMMEDIATE FALLOUT



Which action would you do 

first?

13%

4%

39%

13%

30% 1. Communicate openly with compromised groups

2. Engage highly-qualified consultants

3. Create a plan of action

4. Evaluate current leadership/staff

5. Establish IT Oversight Committee



Immediate Fallout

ÖThree individuals were placed 

on administrative leave

ÖThose three came back, two 

more let go

ÖCIO retired, Interim CIO 

during search

Immediate Fallout



Subsequent Action Steps 

Taken

1. Communicated Openly with 

Compromised Groups

2. Established IT Oversight 

Committee

3. Engaged Highly-Qualified 

Consultants

4. Created a 20-Point Plan of 

Action

5. Hired CIO to Carry Plan Forward 

Immediate Fallout



Immediate Fallout

Ö Hired ISS X-Force to assist in Incident 

Response, analysis

Ö Purchased 7 Pix firewalls for interim solution

Ö Had Moran Consulting give report on what led 

to the breach.  This caused some controversy

Ö Two other individuals within IT management 

VDQD yKDS FNx @R @ QDRTKS NE SGHR QDONQS

Ö Hired Gartner to develop a robust IT 

organization roadmap

Ö Purchased Data Center Firewall  Cisco 6513

Ö Purchased DC IDS

Ö Comp time for all the hours worked

Immediate Fallout



Communication

ÖTook immediate action to communicate 

with affected constituent groups

ÖCreated Web site to answer questions 

and shared information on affected 

groups

ÖProvided instructions on what to do if 

personal information was exposed 

ÖCommunicated element of risk for 

identity theft resulting from the exposed 

data

Immediate Fallout



IT Oversight Committee 

ÖEngaged Board of Trustee 

members who also were IT 

industry leaders

ÖGroup provided advice on how to 

secure IT environment

ÖCommittee still used today to 

ensure best practices

Immediate Fallout



Technology

Ö Other vulnerabilities were discovered, but no 

breaches found

Ö Tried to get inventory of datacenter ¦the 

MDSVNQJ B@M½S AD C@QJ @MXLNQDt

Ö Tried to determine state of all machines in 

datacenter (patches, AV, config, etc.)

¦Rough Data Categorization (i.e. SSN, etc.) 

for machines

Ö It was in this time that two other 

breaches were discovered

Ö h LNMSGR K@SDQt #NQCDQ 'HQDV@KK 

was installed

Immediate Fallout



20-Point Plan

ÖOutlined 20 initiatives in a 

comprehensive plan 

ÖGoal was to accomplish tasks in 9 

to 12 months

ÖAction plan involved all aspects of 

SGD TMHUDQRHSX½R BNLOTSDQ RDQUHBDR 

¦i.e. Technology, Business 

Strategy and Process, and 

Organization and Governance

Immediate Fallout



20-Point Plan Top Priorities 

1. Implement a perimeter firewall 

2. Classify data by the level of 

security required

3. Reduce the use of social security 

numbers and encrypt those that 

are required

4. Reorganize the central IT 

organization to establish clear 

roles and responsibilities

5. Restructure the IT leadership 

council to expand the involvement 

of key groups

Immediate Fallout



Gartner Consulting

ÖProvided full operational 

assessment, a comprehensive risk 

assessment, and highlighted 

additional weaknesses

ÖFindings:

¦OIT is significantly under -funded

¦OIT is significantly under -staffed

¦Performance not sustainable 

without investment

¦Outsourcing currently not cost 

effective

Immediate Fallout



Business Processes

ÅHalted
Project 

Management 

ÅHalted
Change 

Management 

Åbetter still
Communications 
(intra and inter) 

Åcoordinated, getting betterIncident 
Response 

Immediate Fallout



Culture

Technology Orgs

ÅShell Shocked

ÅPulled together, but still hints of mistrust

ÅSincere desire to help

ÅñDodged a bulletò for those that remained

ÅñThis could have happened to meò.

ÅMake sure they donôt find anything on my systems.

ÅStill ñnot my problemò from some parts

ÅSecurity is most important ïñEssential for securityò is the 
new abracadabra

Administration

University

Students

Athens Community

News Agencies

Alumni

Immediate Fallout



Culture

Technology Orgs

Administration

ÅUncertainty ïScrutinizing IT

ÅStruggling to find answers on what went wrong

ÅLooking for Silver Bullet ïwhat is the one thing we 
missed?

Å20 point plan

University

Students

Athens Community

News Agencies

Alumni

Immediate Fallout



Culture

Technology Orgs

Administration

University

ÅUncertainty ïWhat did you do with my SSN?

ÅWhat about my system?  Is it safe?

Students

Athens Community

News Agencies

Alumni

Immediate Fallout



Culture

Technology Orgs

Administration

University

Students

ÅUncertainty ïWhat did you do with my SSN?

ÅWhat about my system?  Is it safe?

ÅWhat are we paying you for?

Athens Community

News Agencies

Alumni

Immediate Fallout



Culture

Technology Orgs

Administration

University

Students

Athens Community

ÅCuriosity, whatôs going on?

News Agencies

Alumni

Immediate Fallout



Culture

Technology Orgs

Administration

University

Students

Athens Community

News Agencies

ÅField day with regional press

ÅDrew national attention

Alumni

Immediate Fallout


