The Before and After
of IT Security

Lessons from A Data Breach

J. Brice Bible
Chief Information Officer
Ohio University

April 7, 2008




Agenda

OOhio University Profile
OThe National Picture
OPre-Existing Conditions
OBreach
Olmmediate Fallout
OLong Term Plans



Ohio University Profile

O Established in 1804

O Oldest University in Ohio
first in the Northwest
Territory

O 28,908 students on all
SIX campuses

O 869 full-time faculty
(Athens campus)

O 1,050 students from
other countries

O 16 NCAA Division | teams in the Mid
American Conference

O 80% freshman to sophomore year
retention rate




Ohio University
Points of Pride

O Cited for academic quality
and value by U.S. News and
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Competitive Colleges

O Recognized by the John Templeton Foundation
as one of the top character -building institutions
in the country

O Ranks first in Ohio for nationally competitive
awards won by its students



THE NATIONAL
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National IT Compromises-

Incidents
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National IT Compromises-

Records

Number of Identity Records Exposed
2000-2008
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National Overview-
The Hacker Era

Records Exposed by Attack Ty .
20002008 O Hackers acco

for half of all
exposures

O Physical lo
theft and fr
represent/sg
biggest

Source: http://attrition.org/dataloss/dldos.html



Ohio University ,
In Context

Records Stolen by Higher Ed. Institution
2000-2008
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Ohio University ,
In Context

Incidents by Higher Ed. Institution 2000-
2008
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