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Security Policy in Computing Systems

Definition: Security policies are objective
aerivatives of trust goals to alleviate threats to
digital assets of a computing service

The important aspects of security policies are:

;1 Digital Assets : The digital assets of a computing
service are guantified as
B Assets which maintain the privacy of the user data.
B Assets which facilitate commerce of digital content.
B Assets which protect the service against malicious
abuse.
1 Trust Goals: The guantification of trust for digital
assets in a computing service are fortified as
trust goals for a system.




Security Policy in Computing

Systems Cont....

» Threat Alleviation : Countermeasures
highlighted by the security policy alleviate

known and modeled threats whenever
encountered during the service operation.

+ Technological Neutrality : Security Policies
with in a particular service context should be
created such that they can evolve with
changing hardware and software systems
such that solutions




Dependencies of Security Policy

Threat Identification and Threat Modeling

1 Threats to a computing system are to access
digital assets of the system in a way it was
not intended to be accessed.

1+ A threat model is an overview of various
threat paths to the identified digital assets. A
security policy can be made in context of
threat and the threat path.




Existing Security Policy Creation
Process
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